
Threats, Content and Context  
(What a year in the life of a MD5 taught us) 
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Stuff	  about	  me	  

•  Co-‐founder	  and	  CTO	  at	  ThreatGRID	  
–  PlaEorm	  for	  Malware	  Analysis	  and	  CorrelaKon	  
–  Provider	  of	  AcKonable	  Threat	  Content	  &	  Threat	  Telemetry	  

•  Background	  in:	  
–  Incident	  Response	  
–  Malware	  Analysis	  
–  Campaign	  Intelligence	  

•  Instructor	  for:	  
–  Incident	  Response	  
–  Network	  Forensics,	  etc…	  
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Agenda	  

•  Methodology:	  Everyone	  has	  one	  
•  Threat	  Content:	  Everyone	  needs	  it	  
•  Threat	  Content:	  What	  is	  it?	  
•  Threat	  Content:	  How	  do	  you	  select	  it?	  
•  Threat	  Content:	  How	  do	  you	  use	  it?	  
•  A	  Year	  in	  the	  life	  of	  an	  MD5	  
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Our	  (the	  good	  guys)	  Methodology	  	  

Prepare	   Iden*fy	   Contain	   Eradicate	   Remediate	   Educate	  

•  Drives	  our	  Incident	  Response	  procedures	  
•  Creates	  repeatable	  processes	  for	  the	  CIRC/CIRT	  
•  Improves	  our	  defenses	  
•  Is	  Kme	  consuming	  
•  Resource	  intensive	  
•  Scaling	  issues	  
	  

We	  found	  a	  needle!	  
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Their	  (the	  bad	  guys)	  Methodology	  

•  Scales	  pre\y	  damn	  well	  
•  High	  success	  rate	  regardless	  of	  moKvaKon	  

–  NaKon	  State	  Driven	  
–  PoliKc,	  Economic	  and/or	  Military	  Advantage	  
–  MoneKzaKon	  (Crimeware)	  
–  HackKvism	  

	  

Deliver	   Install	   Manage	   Mone*ze(?)	  

They	  produce	  a	  lot	  of	  these	  -‐>	  
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A	  li\le	  more	  Specific	  (targeted)	  Methodology	  	  

Reconnaissance	   WeaponizaKon	   Delivery	   ExploitaKon	   C	  &	  C	   AcKons	  

•  Reconnaissance	  
–  Mapping	  OrganizaKon	  Structure	  –	  employees,	  networks,	  relaKonships,	  vendors,	  partners	  

•  WeaponizaKon	  
–  Placing	  payload	  into	  delivery	  mechanism	  –	  PDF,	  CDF,	  Website	  

•  Delivery	  
–  Delivery	  of	  Payload	  –	  spear	  phish,	  watering-‐hole	  a\ack,	  usb	  

•  ExploitaKon	  
–  TargeKng	  a	  vulnerability,	  a	  user	  or	  a	  combinaKon	  of	  the	  two	  
–  Single	  phase	  or	  mulK-‐phase	  

•  Command	  &	  Control	  
–  Check-‐in,	  automated	  &	  manual	  control	  of	  assets	  

•  AcKons	  
–  Lateral	  movement,	  establishing	  drop	  points,	  exfiltraKon	  

h\p://www.lockheedmarKn.com/content/dam/lockheed/data/corporate/documents/LM-‐White-‐Paper-‐Intel-‐Driven-‐Defense.pdf	  
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It’s	  good	  to	  have	  goals	  

•  Find	  Anomalies	  	  
•  Generate	  Indicators	  of	  Compromise	  
•  Apply	  them	  where	  we	  can	  
•  Reduce	  the	  TTL	  of	  incidents	  
•  Determine	  Root	  Cause	  
•  ReKre	  to	  somewhere	  warm	  
	  

•  So	  how	  do	  we	  speed	  some	  of	  this	  up?	  

Detect	   Analyze	   Decide	   Act	  
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We	  need	  to	  know	  more…a	  lot	  more	  

•  Event	  Driven	  vs.	  Intelligence	  Driven	  Security	  Programs	  
•  A	  threat	  intelligence	  funcKon	  is	  longer	  a	  ‘nice	  to	  have’	  
•  Role	  

–  Incident	  Response	  FuncKon	  or	  sub	  group	  
–  Researching	  a\acks	  &	  potenKal	  impact	  
–  IdenKfy	  Indicators	  –	  tacKcs,	  techniques,	  and	  procedures	  (TTP)	  
–  Produce	  AcKonable	  Intelligence	  	  
–  Collaborate	  and	  Share	  through	  trusted	  partnerships	  

•  ISACs	  
•  DiB	  
•  Private	  Lists	  &	  Groups	  
•  Community	  Sources	  	  
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They	  are	  gathering	  intelligence	  on	  us	  
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Finding the bad guys. A workflow 

•  Given	  a	  potenKal	  sample/arKfact,	  determine	  if	  it	  is	  a	  threat	  to	  
the	  organizaKon	  

•  Determine	  behavioral	  and	  staKc	  traits	  
•  Compare	  the	  behavioral	  and	  staKc	  traits	  against	  exisKng	  

content	  
•  Using	  derived	  context,	  make	  a	  threat	  assessment	  and	  

determine	  criKcality	  
•  UKlize	  context	  and	  sample	  traits	  to	  create	  acKonable	  

intelligence	  
•  Apply	  acKonable	  intelligence	  to	  protect	  organizaKon	  
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IdenKfy	  the	  bad	  guys	  (Building	  Indicators)	  

Deliver	   Install	   Manage	   Mone*ze(?)	  

	  
Watering-‐hole	  
Drive	  By	  
Spear	  Phish	  
USB	  

	  
	  
	  
Cmd	  &	  Ctrl	  
Data	  ExfiltraKon	  
Binary	  Updates	  

	  
	  
Data/IP	  Sale/Use	  
CredenKal	  Thei	  
Money	  Mules	  
Account	  Transfers	  

	  
	  
	  
ObfuscaKon	  
Persistence	  
Rootkits	  

Domains	  
URLs	  
IP	  Addresses	  
A\achments	  
Referrers	  
Sender	  IP	  

Domains	  
URLs	  
IP	  Addresses	  
A\achments	  
Referrers	  

Registry	  Values	  
File	  modificaKons	  
Socket	  Info	  
Memory	  Dumps	  
Mutexes	  

We’re	  not	  even	  
going	  to	  try	  and	  use	  
this	  informaKon	  J	  
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Creating Indicators. A Technology Flow 

•  Threat	  Content	  
–  Inbound	  InformaKon	  

•  AcKonable	  content/intelligence	  
•  Raw	  Malware	  Samples	  

–  Obtained	  from	  collecKon	  points,	  partners,	  customers	  and	  other	  feed	  
sources	  

–  Processing	  
•  DigesKon	  of	  inbound	  informaKon	  
•  Analysis	  of	  Suspected	  Malware	  Samples	  

–  CorrelaKon	  and	  Enrichment	  
•  Using	  informaKon	  from	  mulKple	  sources	  to	  enrich	  

–  Outbound	  InformaKon	  
•  Individual	  Malware	  Sample	  Reports	  
•  Outbound	  Data	  Content	  &	  AcKonable	  Indicators	  
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How	  do	  you	  select	  good	  intelligence	  sources?	  

•  Buy	  vs.	  Build	  
–  Do	  you	  build	  you	  own	  or	  rely	  on	  3rd	  Party	  content?	  Or	  is	  a	  combinaKon	  the	  way	  to	  go?	  	  

•  QuanKty	  vs.	  Quality	  
–  How	  is	  content	  produced?	  
–  What	  are	  the	  sources	  of	  the	  various	  indicators?	  

•  Private,	  Open	  Source	  Community	  
–  What	  is	  the	  %	  of	  False	  PosiKves	  in	  the	  indicators?	  

•  When	  does	  the	  data	  become	  unusable?	  	  
–  How	  is	  the	  data	  aged	  out?	  	  
–  WhitelisKng,	  BlacklisKng,	  Ranking	  	  

•  What	  level	  of	  context	  exists?	  	  
–  Why	  is	  this	  Domain	  bad?	  Because	  someone	  said	  so….?	  

•  Is	  the	  content	  enriched?	  
•  Are	  indicators	  correlated?	  	  

–  The	  analyst	  needs	  access	  to	  the	  historical	  data	  to	  determine	  the	  threat	  a	  sample	  poses	  

•  Is	  access	  automated?	  
–  REST	  API,	  CSV,	  XML,	  JSON,	  Email..?	  	  
–  Formats	  –STIX,	  CyBox,	  MAEC,	  OpenIOC,	  IODEF,	  etc…	  
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•  IntegraKon	  points:	  	  
–  Network	  AcquisiKon	  &	  Deep	  Packet/Session	  InspecKon	  
–  SIEMs	  &	  Network	  Monitoring	  
–  Mail	  Gateways	  and	  Mail	  Spool	  Analysis	  
–  DNS	  &	  Proxy’s	  	  
–  IDS	  &	  IPS	  
–  Host	  Forensics	  

So I have all these cool indicators…now what? 



Case Study: 
 
142fd1d9e3e22a1depf702ec7605192 
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Why watch a sample for so long? 
•  Malware is not static 

–  Behaviors can do change day to day. 
–  A session capture is a snapshot of behaviors that 

day. 
–  Many intelligence vendors evaluate whether a given 

hash is ‘good’ or ‘bad’. 
•  The same hash can be viewed as bad on one day, and 

trigger indicators of compromise. 
•  The same hash can be good on another day and not trigger 

indicators of compromise. 
•  A known good sample can change to a unknown bad 

sample, and if it is whitelisted, it will slip through the cracks. 
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About our test subject 

•  142fd1d9e3e22a1depf702ec7605192	  
–  Analyzed	  approx.	  1200	  Kmes	  in	  a	  year	  
–  Discovered	  when	  searching	  PCAP	  output	  files	  from	  sandbox	  for	  
IRC	  traffic	  to	  validate	  internal	  network	  protocol	  dissecKon	  code.	  

–  Uses	  IRC	  for	  command	  and	  control.	  
–  Originally	  not	  detected	  by	  anKvirus.	  

•  Basic	  CharacterisKcs	  
–  Simple	  dropper	  
–  Uses	  IRC	  to	  obtain	  URLs	  to	  download	  and	  execute	  
–  Likely	  author	  is	  part	  of	  Affiliate	  PPI	  program	  
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He’s been busy 
•  Dropper	  

–  Drops	  different	  arKfacts	  almost	  daily.	  
•  Zeus,	  Bredolab,	  Virut,	  Cridex,	  BitcoinMiner,	  DDoS,	  etc…	  

–  Each	  arKfact	  behaves	  differently.	  
•  C&C,	  Persistence,	  Weakening,	  ObfuscaKon,	  etc…	  

–  Uses	  public	  IRC	  networks.	  
•  Long	  shelf	  life	  
•  Ease	  of	  management	  

•  The	  Gii	  that	  Keeps	  Giving	  
–  Every	  run	  drops	  different	  arKfacts.	  

•  Generates	  new	  traffic	  to	  different	  networks.	  
•  Generates	  new	  behaviors	  to	  analyze.	  
•  New	  evasion	  techniques	  discovered.	  
•  New	  FastFlux	  botnets	  discovered.	  
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Network	  AcKvity	  

•  	  3653	  DisKnct	  IP	  Addresses	  	  
–  More	  than	  50	  Countries	  
–  	  Hong	  Kong,	  Romania,	  Russia,	  Kazakhstan,	  Ireland,	  South	  Korea,	  
United	  States,	  China,	  etc…	  

•  VisualizaKon:	  
–  DisKnct	  IP	  Address	  –	  Node	  Circle	  
–  Country	  of	  Origin	  –	  Color	  of	  Node	  Circle	  	  
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Network	  AcKvity	  
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Correlation	  

reKnamac.ru	  
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Relationships	  

www.lddwj.com	  
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Drilling Down	  
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Further Correlation	  
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A Year In the Life of a MD5: Drilling Down	  
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Different	  Samples	  

Different	  Domains	  
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RelaKonships	  are	  important	  
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Takeways	  

•  De-‐duplicaKon	  can	  reduce	  quality	  of	  content	  produced	  

•  Rich	  content	  is	  a	  requirement	  to	  successful	  correlaKon	  

•  CorrelaKon	  is	  essenKal	  in	  understanding	  the	  threat	  

•  Context	  is	  necessary	  for	  effecKve	  Threat	  Intelligence	  
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Finis 

	   	   	  	  	  	  	  QuesKons?	  

•  Dean	  De	  Beer	  
•  CTO,	  ThreatGRID,	  Inc.	  
•  dean@threatgrid.com	  


